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It is our pleasure to introduce this special issue of
Nuclear Science and Engineering as the first look into
performance-based, risk-informed physical security for
nuclear facilities. The body of work presented here high-
lights some of the more recent work advancing security
modeling, integrating safety and security risk techniques,
and identifying novel approaches to a known technical
gap—risk-informed physical security.

The physical security at nuclear facilities is an impor-
tant aspect of maintaining safe, secure, and reliable opera-
tions. Yet, as of 2021, physical security remained one of
the highest operation and maintenance costs at U.S.
nuclear power plant sites.' Physical security programs at
U.S. nuclear sites started to ramp up to meet changes in
their threat profiles or their design-basis threat (DBT) in
the early to mid-1980s. The events of September 11, 2001,
saw more changes to the threat profiles and DBT, resulting
in significant increases in physical security, especially at
high-consequence nuclear sites. As U.S. nuclear facilities
are built and existing sites modernize their infrastructure
and control systems to run beyond their original operating
parameters, an opportunity exists to modernize their phy-
sical security programs by applying performance-based,
risk-informed advancements through software tools, risk
methods, advanced design techniques, and automation.

The traditional risk triplet implemented in probabil-
istic risk assessment (PRA), comprising scenarios
initiated by an initiating event, probabilities (i.e., of the
initiating event and of pivotal events that change the
trajectory of the scenario toward consequences), and con-
sequences, has become an important tool for ensuring
nuclear safety. Since PRA involves an estimation of
probabilities of uncertain consequences resulting from
uncertain events in complex systems, early PRA simpli-
fications required the elements of the risk models to
possess various statistical properties (e.g., randomness
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and independence) in part due to the limitations of com-
puting technologies of the era. Even the primary author of
the seminal Reactor Safety Study,> WASH-1400, said, “I
do not believe that the safeguards [i.e., security] risks can
be quantified using these [i.e., PRA] procedures,™
because the threat does not possess certain important
statistical properties (e.g., randomness). These early sim-
plifications resulted in a hesitancy to use risk analysis
within the nuclear physical security arena.

If we translate the traditional terms of risk into a
nuclear physical security context, the risk triplet
involves scenarios initiated by attacks (i.e., threat),
probabilities (i.e., of the attack and pivotal events that
lead to consequences [vulnerability]), and consequences
of the attack, and it becomes clear that the early simpli-
fications are invalid for this problem.

Because the definition of threat includes the adversary’s
decision-making process, the threat to the primary target is a
function of both the primary target’s vulnerabilities and the
adversary’s consequence expectations. However, even this
does not fully capture the complex conditional relationship
between threat and vulnerability. Thus, this relationship can-
not be properly captured within the simplified calculation
method of early nuclear safety PRA. Additionally, the com-
plexity added from the interdependence of additional target
sets” inherently challenges the assumption that targets can be
treated as independent of other targets. Also, the addition of
multiple targets is further confounded by the timing of when
those targets are attacked, and the order and timing can vary
both the vulnerability and consequence variables. For exam-
ple, does an adversary attack the secondary target on the way

?Here, adversaries have demonstrated a willingness to shift their
malicious intentions from their initial target to others, depending on
the situation. Such “threat shifting” inherently challenges assump-
tions that targets can be mathematically treated as independent.
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fo the primary target, on the way from the primary target, or
instead of the primary target? While these different scenarios
could yield the same results, it is expected that these different
attack vectors could yield different vulnerabilities and con-
sequences to a nuclear facility based on the primary and
secondary target sets.

While the concept of PRA for nuclear safety has come
a long way since WASH-1400, we are long overdue for a
fresh look at nuclear physical security risk analysis. The
work presented here showcases a reevaluation of nuclear
physical security risk, using modern methods that can han-
dle the conditional probability related to the interrelation-
ships observed in nuclear physical security risk variables
and the confounding factor of timing regarding multiple
target sets. This reevaluation seeks to provide a technical
basis established on scientifically defensible rigor more so
than on policy and unbounded subject matter expert opi-
nion. Also, by bringing in the concept of risk, this body of
work showcases reevaluations of conservatisms to the tradi-
tional concepts of physical security risk, which potentially
lead to overprotection of potential attack paths that are low-
risk, resulting in inefficiencies in areas of a nuclear site’s
security posture. The work herein provides insights into
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these conservatisms. Also, this reevaluation is intended to
develop a structured approach that can simultaneously sup-
port consistency in security-related decision-making and
address the unique security-related concerns for each
nuclear site. Ultimately, insights from the body of work
presented here provide a framing to leverage the advantages
of risk-informed approaches to help improve physical secur-
ity while building or modernizing nuclear sites against a
21st-century threat environment.
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